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Abstract

A software design methodology is proposed that involves de-
velopment of approximate models based on Bayesian Net-
works capturing probabilistic representations of expected be-
havior, which are further used in developing and running tests
that can dynamically diagnose bugs and attacks during pro-
duction. While automation of Software design is still a very
remote goal, it can already benefit from AI tools and ideas.
One of the main challenges with automating software design
methods, for any product with modest complexity, is the mere
intractability of enumerating all scenarios of the product us-
age when also taking into account user intentions.
This leads to an intractability of generating exact specifica-
tions and exhaustive tests.
We show how approximate models of the design can exploit
AI techniques to represent the system and to derive meaning-
ful tests, warning when the environment is not behaving as
designed, detecting bugs and attacks.
The representation can use Bayesian Networks that are rather
simple, enabling usage by novice practitioners.
We validate the methodologies with on two different applica-
tions: a device driver for Wi-Fi Direct, and a website, Mind-
Blog.com. In the Wi-Fi Direct use case, we successfully built
a test ensuring the connection is fair and contrasted it exper-
imentally to earlier work where we created a robust Bayes
network based on expert knowledge. In the MindBlog.com
use case, we show that the procedure is flexible and can de-
tect when the developers found a bug and were attempting to
debug their application yielding anomalous behavior.
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